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Purpose:  
 
This book is intended to communicate the 
decision brief series in a more visual and 
abbreviated way 
 
The decision brief exercise is an example 
of project-based learning. Over the period 
of 15 weeks, you are asked to gain 
knowledge and skills in how to apply the 
DHS risk management framework. I 
generally provide a 2-week interval 
between major assignments so that you 
have the ability to redo and resubmit 
before moving on.  
 
All assignments must be done in order. I 
will not accept assignments for the 
decision briefs out of order, as that is the 
equivalent of MSU (Making Stuff Up). 
 
As always, let me know if you have 
questions.  
 
Catherine



The DHS Risk Management Cycle

As shown in DHS's Risk Management Fundamentals: Homeland Security Risk Management 
Doctrine (2011)

https://www.dhs.gov/sites/default/files/publications/rma-risk-management-fundamentals.pdf


First, just what is the difference between 
risk assessment and risk management?

Risk Assessment Triplet Questions  
[Kaplan and Garrick, 1981]:  
“What can go wrong?”  
“What is the likelihood?”  
“What are the consequences?” 
 
 
Risk Management Triplet Questions  
[Haimes, 1991]:  
“What can be done and what options are 
available?”  
“What are the tradeoffs in terms of all 
costs, benefits, and risks?”  
“What are the impacts of current decisions 
on future options?”

2007_08_23 Haim…

How does these concepts inform the 
DHS Risk Management Cycle?

Define the Context, Identify Potential Risk, 
Assess & Analyze Risk gets to the first part 
of the equation.... 
 
Assessing the risk! 
 
Your stakeholders will be responsible for 
the risk management but you'll be asked to 
provide them some ideas for consideration



Decision Brief #1 Identify your target city, list its characteristics and 
the stakeholders you wish to influence 
 
List at least 10 examples of critical infrastructure 
as defined within Presidential Policy Directive 
(PPD) 21 and listed on the CISA website  
 
List 5 hazards and threats as you select from the 
NFPA 1600 (2019) reference.

0. NFPA 1600 (201…

Question: Why are we using the NFPA standard? 
 
Because the framework is similar to that used by 
DHS. (e.g, Threat x Vulnerability x Consequence)

https://www.dhs.gov/cisa/critical-infrastructure-sectors
https://obamawhitehouse.archives.gov/the-press-office/2013/02/12/presidential-policy-directive-critical-infrastructure-security-and-resil
https://www.youtube.com/watch?v=1jPl35lm9CI


Decision Brief #2 Evaluate the physical, people and information 
security vulnerabilities for your target city and 
two different critical infrastructures based on: 
- Recognizable 
- Accessible 
- Location 
- Layers of Defense 
- On-Site Hazards

The five criteria are then 
rated on a High-Medium-
Low scale for vulnerability.   
This information, coupled 
with the likelihood and 
consequence data, should 
guide the development of 
your mitigation strategies

Example of Physical Security 
Vulnerability Assessment



Decision Brief #3 The vulnerabilities to your target infrastructure 
coupled with the incidence rate of your hazards and 
threats are going to give you your Likelihood and the 
first part of the puzzle that you'll need to form your 
risk matrix. Therefore, choose one of the critical 
infrastructures that you identified in the previous 
exercise and collect data for your hazards and threats 
against that target to determine likelihood

Remember that these 
are not going to be 
absolutes - you can't 
predict the likelihood of 
a tsunami to be 3% in 
the next year - unless 
perhaps you have a 
crystal ball? 

The Illusion of Certainty: Risk, Probability and Chance

https://www.youtube.com/watch?v=BcMuYhoL38A


Decision Brief #4 Now it's time to look at the impact, or 
consequences, of your hazards and threats on 
your target critical infrastructure 
 
Your assignment will ask you to look at economic, 
human, mission and psychological impacts.  Make 
sure you provide numbers for your assessments 
for the economic and human assessments, as 
these are the ones that you'll be graphic on the 
risk matrix



Decision Brief #5 Time to build a Risk Matrix (or Heat Map as they 
are sometimes called). 
 
You will now plot your Likelihood and your 
Consequence data for both your economic data 
and your human data 
 
Those risks in the red area are considered to be 
higher risks and in greater need of mitigation

So what is a risk matrix and how do we build one?

https://www.youtube.com/watch?v=-E-jfcoR2W0


Decision Brief #6 It's time to identify some mitigation plans for the 
higher risks that you've identified.

Mitigation’s Value To Society 
- Mitigation creates safer communities by 
reducing losses of life and property. 
- Mitigation enables individuals and 
communities to recover more rapidly from 
disasters. 
- Mitigation lessens the financial impact of 
disasters on individuals, the Treasury, state, 
local, and tribal communities. 
 
https://www.fema.gov/what-mitigation/federal-
insurance-mitigation-administration

What controls could be put in place to reduce 
either the Likelihood, the Consequences or both?

https://www.fema.gov/what-mitigation/federal-insurance-mitigation-administration#
https://www.fema.gov/what-mitigation/federal-insurance-mitigation-administration


Decision Brief #7
Pulling it all together

INMAN_2019_04_…

An example

DB7_2019_Final p…



In summary, you are starting from a very 
large environment and then focusing your 
analysis on a specific target. Use your 
analytical sieves to remove extraneous data 
 
1. Identify your town, your critical 
infrastructure, your stakeholders and your 
hazards and threats 
2. Select two of your critical infrastructures 
from your list of 10 and identify the 
vulnerabilities to those two critical 
infrastructures 
3. Select one of your two critical 
infrastructures above and then develop 
your likelihood analysis . 
4. Develop the consequence analysis for this 
target 
5. Develop the Risk Matrix from your 
likelihood and consequence analyses. 
6. Identify some potential mitigation factors 
7. Develop your decision brief for your 
stakeholders.



Risk Communication... 
is figuring out what to tell to whom when with the 
highest degree of accuracy and effect.... 
 
Some ways work better than others - check out 
the resources for various templates



Risk Communication References and Templates 
 
 
·       https://coast.noaa.gov/digitalcoast/training/mental-shortcuts.html 
·       https://coast.noaa.gov/digitalcoast/topics/risk-communication.html

Covello_slides_Ma…NOAA practical-g… Covello_template…Sandman_Respon… CA dph_crisis_and…START_Understan…

https://coast.noaa.gov/digitalcoast/training/mental-shortcuts.html
https://coast.noaa.gov/digitalcoast/topics/risk-communication.html


Helpful hints 
 
Questions that you should ask yourself as 
you go thru these exercises... 
 
- What is the time frame I should consider 
in my assessment? (Hint: the assignment 
asks you to look at one year in the future) 
- Have I collected data that is appropriate 
for my target rather than the city as a 
whole? 
- What are the questions that my 
stakeholders might have and how have I 
addressed them in my analysis? 
- What questions did I identify when I 
completed the bias and critical thinking 
exercise?

Another view of the risk management cycle


